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Abstract 

The standards relating to electronic signatures are swiftly evolving to serve the economic 

needs of business, the functional efficiency of government, and to protect individuals and 

organizations from criminal attack. Many methods exist so that when used alone or in 

combination with specialized software and hardware, documents can be authenticated 

with regard to origin, encrypted to ensure privacy and confidentiality, and are validated in 

storage and in transit to prevent against accidental or intentional changes. Standards for 

these methods also help to ensure that digitally signed documents will be valid and 

verifiable and for years to come. This paper examines the U.S. Digital Signature Standard 

and three examples of digital standards that emanate from the EU that satisfy new 

regulations for digital signatures. It also discusses some emerging applications for digital 

signatures. 
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Key Standards Relating to Digital Signatures 

Introduction 

The concept of a unique and binding signature is as old as documentation itself, 

whether through the use of physical seals and stamps or hand-written ink on paper. The 

mark that is made signifies that a known person or persons attest to statements 

communicated in the document at a particular moment in time. Signatures on paper can 

later be validated through a careful comparison of the written mark to other known or 

official specimens of the signature. Once authenticated, the individual whose signature is 

on a document cannot later deny or repudiate having signed. 

The validity of a signature is one aspect of the overall legal validity of a 

document. Even if a signature is real, it does not prove that the document itself has not 

been altered, that its integrity is assured. Furthermore, individuals may later claim that 

they did not have the intent to sign, that they were somehow deceived as to the nature of 

what they were signing. These concerns apply equally to physical signatures on paper as 

they do to digital signatures on electronic documents. 

Digital signatures can overcome some of the pitfalls of signatures on paper. When 

used correctly digital signatures can irrefutably tie specific content to specific people or 

entities, protect the secrecy of the content over unsecured lines of transmission, and 

guaranty that the content was not altered or corrupted in storage or in transmission. 

The concept of trust in cyberspace is vast and nuanced and is beyond the scope of 

this essay. However, it is important to remember that security is never guaranteed and 

that even the most current technologies for ensuring trust and confidence may fail in 

some instances, causing devastation and expense for individuals, businesses and 
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governments. Public key certifying authorities can be impersonated, private keys can be 

stolen and there can be errors and confusion among certified entities.  

The code used in the public key infrastructure is written by humans and will 

therefore have errors and weakness and also will reflects the bias and values of the writer 

(Reiniger, pp. 145–146). With regard to digital certificates, the nature of the challenge 

boils down to: How can we trust in software code and code writers? How can we trust 

that public and private legal entities will secure our digital data? And how can trust 

mechanisms be put in place that are intended to reduce the risks? The standards 

developed to create a secure environment for businesses and individuals is in a race with 

those who seek to find the weaknesses in those structures or overcome them with brute 

computing force. What follows is a snapshot of the relevant standards for digital 

signatures. 

The Digital Signature Standard (DSS) 

The Digital Signature Standard (DSS) emerged in 1994 and was put forward by 

NIST and the U.S. Federal Government as part of the Federal Information Processing 

Standards for Publications, FIPS PUB 186 (University of Michigan, n.d.). The Digital 

Signature Standard has two components that together provide security and confidentiality 

of an electronic message.  

The first component of DSS is the Digital Signature Algorithm (DSA) which is a 

mathematical operation that produces a pair of cryptographic keys that are basically two 

very long strings of numbers (Kauer & Arora, 2015). For each user there are two keys, 

one that is public and one that is private. The private key, known only to the sender of the 

message, is used in conjunction with the public key of the recipient to generate a unique 
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fingerprint of the contents of the message that also integrates the identities of the sender 

and the recipient. The recipient uses the sender’s public key to confirm the identity of the 

sender and also to guarantee that the message contents were created by the sender. This 

eliminates the possibility of non-repudiation by the sender of a message. A private key is 

associated with only one user, and it is impossible to derive the private key from the 

known public key. The exchange of keys to enable identification and authentication of 

the sender of a message is the first part of the Digital Signature Standard. 

The second component of the Digital Signature Standard is the Secure Hash 

Standard (SHS, FIPS 180). A hash function, or check sum, is a mathematical value 

obtained from a calculation derived from the contents of a message, or if the message is 

particularly long, from a digest of the original message. The hash function is a unique 

number that is then calculated along with the private key from the sender of the message. 

When the receiver uses the public key to decrypt the original message, the hash function 

provides a strong guarantee that the message contents have not changed. 

Together the use of the Digital Signature Algorithm and the Secure Hash 

Algorithm provide confidentiality, authentication of the sender, and message integrity, 

sometimes called the CIA triangle. The implementation of this technology on a large 

scale across the Internet is made possible by public key infrastructure that includes 

certificate authorities that create and certify public and private keys, and other services 

such as time stamping authorities. The existence of this infrastructure enables e-

commerce, online financial transactions, secure email, secure data storage, safe software 

distribution and many other business and industrial applications. 
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The DSS standard is an important part of the foundation upon which global 

electronic business and commerce is made possible. However, the DSA (algorithm 

standard) has undergone a gradual evolution since its adoption. Most recently the DSA 

has been enhanced by the use of elliptical curve cryptography (ECC) that is theoretically 

more secure than the original algorithms used in DSS. There are many individual 

standards for the creation of elliptical curve cryptography that include IEEE P1363a 

(2004), ANSSI FRP256V1 (2011), FIPS 186-4 (2013) and others (Bernstein & Lange).  

European Union Standards for Advanced & Qualified Digital Signatures 

In general an electronic signature and a digital signature are not identical and 

equal in terms of confidentiality, integrity and authenticity. An electronic signature is 

often used for various kinds of confirmations and acknowledgments in an online 

transaction. In its most basic form, an electronic signature offers the least amount of 

security and legal weight (Turner, 2016). Recent legislation in Europe focuses on these 

distinctions and codifies higher standards for digital transactions. 

Similar to the DSS in the U.S., the European Union adopted in 2014 a regulation 

that promotes standardization of electronic identification and trust services that are core 

components of the EU Digital Single Market initiative (European Commission, 2016). 

Regulation (EU) No. 910/2014, commonly known as eIDAS, is a regulation that 

promotes greater transparency, accountability, trustworthiness and technological 

neutrality. Businesses and governments must now conform to these requirements when 

providing online services. By regulating the way e-signatures work, eIDAS promotes 

greater accessibility and security in a wide variety of transactions within the EU, i.e. for 

online college enrollment or filing tax returns (Burton, 2016). The new regulation will 
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facilitate a stronger and more robust digital market for the EU and UK by enabling cloud 

and mobile-based generation and authentication of advanced digital signatures. These 

standards further make it possible to preserve and validate digital signatures for decades 

to come. 

In order for digital signatures to be legally binding, they must have characteristics 

similar to those defined in the DSS standard, including execution through public and 

private keys, a signing algorithm and a verifying algorithm to confirm the integrity of the 

message contents. In the E.U. if a digital signature is produced using these technologies, 

it is considered an advanced digital signature. 

A qualified digital signature goes even further and is considered as strong as and 

the equivalent of a handwritten signature. A qualified digital signature can only be 

created using specialized software and hardware devices through which a qualified trust 

service provider manages the data that is produced. Trust service providers provide time 

stamping and other forms of preservation and audit control in addition to using one of the 

three following digital signature standards. The following standards, PAdes, XAdes and 

Cades, evolved to satisfy the eIDAS requirements for the creation of advanced digital 

signatures.  

PDF Advanced Electronic Signatures (PAdes) 

The Portable Document Format standard ISO 32000 does include a framework for 

digital signatures. However, the PDF Advanced Electronic Signatures (PAdes) standard 

is a special extension of ISO 32000. It provides for the unique and non-refutable 

association between the identity of the sender and the contents of the message, as well as 

for verification of the integrity of the message. PAdes-compliant signatures can be 
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implemented without any special software within the PDF format, and are compliant with 

PDF/A. PAdes is published by the European Telecommunications Standards Institute 

(ETSI) as TS 102 778 Parts 1–5 (Ascertia, n.d.). 

XML Advanced Electronic Signatures (XAdes) 

XML Advanced Electronic Signatures (XAdes) is a set of extensions for XML 

DSig, another method of producing digital signature. XAdes is more secure than DSig 

alone through the addition of secure private/public keys, verification of message contents, 

and timestamp capabilities that enable archival validation. XAdes is maintained jointly by 

W3C and ETSI (ETSI.org). 

CMS Advanced Electronic Signatures (CAdes) 

CMS or Cryptographic Message Standards Advanced Electronic Signatures offers 

similar levels of security, legal authority and archival viability as PAdes and XAdes. The 

standard is used in many of the same types of applications. CAdes is also published and 

maintained by ETSI but has its technical origins in the Internet Engineering Task Force 

(IETF) which is an organized activity of the Internet Society (ISOC). 

Considerations 

The context in which digital signatures are used has always been extremely 

complex. In addition to the above requirements for sender identity authentication, 

confidentiality, message integrity and non-repudiation of the message contents, there 

must be further assurances that what you see is what you sign—WYSIWYS. Paper 

documents and electronic documents have one extremely important difference: whereas 

paper documents are legible in their physical form, electronic documents require 

mediation and interpretation through hardware, software and display devices. The more 
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systems there are between the source of the data and the user interaction, the greater the 

opportunity for uncertainty about what exactly is being signed. Layers of content that 

change the meaning of the document may be hidden from the person signing, only to be 

revealed later. Standards such as DSS, PAdes, XAdes and CAdes are designed to prevent 

such misrepresentation of content. All of these formats are designed so that no invisible 

content could later be revealed. Nevertheless it was surprising to me that this aspect of 

trust and security—hidden content—was not discussed in more of the literature that I 

used in research. 

The complexity around official signatures is not limited to the primary criteria 

detailed above. Proof of intent is a key facet of legal validity of signatures, digital or not. 

According to Stephen Mason, Barrister (2016), once a signature is identified and it is 

known to whom belongs, it must be understood what the person’s intention was in 

signing. This may not always be obvious, as electronic forms and interfaces may be 

unclear for any number of reasons. In presenting to the UN Commission on International 

Trade Law Mason states, “No form of electronic signature (that is the method, process or 

technology used) proves the user caused the signature to be affixed to the document or 

that they did so with intent to sign.” This is partially incorrect since as long as a user’s 

private key is not stolen, it can be proven that they digitally signed a given document 

(non-repudiation). However, their intention may have been different than what was 

implied by the situation. It would be interesting to know if lack of proof of intent has 

been successful in refuting a digital signature. 

Finally, the field of digital signatures is advancing. Below are a few developments 

worth exploring further:  
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• There is a patent for an iterative electronic signature process by which the signatories 

can attach conditions to their signature that function similar to annotations that are 

often noted above a handwritten signature. While of questionable legal value, this kind 

of functionality may find use in commerce where business transactions are not “all or 

nothing” or there is not complete trust between the two parties (U.S. Patent No. 

20160164684 A1, 2016).  

• Digital signature schemes can be very resource intensive in terms of processing power. 

Some of the newer algorithms are finding ways to limit that overhead. There is a new 

protocol for the use of digital signatures in wireless sensor networks that have very 

limited processing capability (Moon, Iqbal & Bhat, 2016). This development seems to 

offer promise of greater security in the Internet of Things.  

• Paper documents are not going away anytime soon. However, the use of digital QR 

codes can be used to verify that the contents of paper-based documents have not been 

altered (Warasart & Kuacharoen). 

Conclusion 

Digital signatures offer a tremendous opportunity for ease of use and peace of mind in an 

increasingly mobile world. The development of international standards seems to be 

keeping pace with the needs of business and government to support economic 

competitiveness, greater efficiency and to protect the public from harm. Despite the 

existence of these standards there is still a great deal of variety in the legal definitions and 

recognition of signature types. It is an exciting and highly relevant area of electronic 

records and information management. 

  



Kristen Cook | SJSU | October 10, 2016 
 

11 
 

References 

 

Ascertia. (n.d.). ETSI PAdes - explored and explained [Blog]. Retrieved from 

http://www.ascertia.com/blogs/pki/2013/04/10/etsi-pades---explored-and-

explained 

Bernstein, D. & Lange, T. (2014). SafeCurves: choosing safe curves for elliptic-curve 

cryptography. Accessed October 9, 2016 from http://safecurves.cr.yp.to 

Burton, G. (July 1, 2016). European Union eIDAS e-signatures regulation becomes law 

today [Blog]. Retrieved from http://www.v3.co.uk/v3-

uk/news/2463555/european-union-eidas-e-signatures-regulation-becomes-law-

today 

European Commission (2016). Trust services and eID [Web page]. Retrieved from 

https://ec.europa.eu/digital-single-market/en/trust-services-and-eid 

ETSI.org. (2016). Electronic signatures and infrastructures (ESI); XAdES digital 

signatures. Retrieved from 

http://www.etsi.org/deliver/etsi_en/319100_319199/31913201/01.01.00_30/en_31

913201v010100v.pdf 

Kaur, P. & Arora, N. (2015). A comprehensive study of cryptography and digital 

signature. International Journal of Computer Science Engineering and 

Technology (IJCSET) 5(1), 3-4. Retrieved on 10/1/16 from 

http://ijcset.net/docs/Volumes/volume5issue1/ijcset2015050101.pdf 

Mason, S. (2016, June). Electronic signatures and electronic identity management. 

Presentation at the United Nations Commission on International Trade Law 



Kristen Cook | SJSU | October 10, 2016 
 

12 
 

(UNCITRAL) IdM Colloquium in Vienna. Retrieved from 

http://www.uncitral.org/pdf/english/colloquia/identity-management-

2016/III.3_Mason.pdf 

Owlett, J. Thompson, G. & Walton, K. (2016). U.S. Patent No. 20160164684 A1. 

Washington, DC: U.S. Patent and Trademark Office. Retrieved from 

https://www.google.com/patents/US20160164684 

Reiniger, T. (2015). ‘“Trust” between machines? Establishing identity between humans 

and software code, or whether you know it is a dog, and if so, which dog? 

Computer and Telecommunications Law Review 21(5) 135 – 148. Retrieved from 

http://www.stephenmason.eu/wp-

content/uploads/2014/03/2015_21_CTLR_issue_5_PrintFINALMASON.pdf 

Turner, D. (January 22, 2016). Understanding the major terms around digital signatures 

[Blog]. Retrieved from http://www.cryptomathic.com/news-

events/blog/understanding-the-major-terms-around-digital-signatures 

University of Michigan. (n.d.). FIPS PUB 186. Retrieved from 

186http://www.umich.edu/~x509/ssleay/fip186/fip186.htm 

Warasart, M. & Kuacharoen, P. (2012, May). Paper-based document authentication using 

digital signature and QR code. 4TH International Conference on Computer 

Engineering and Technology (ICCET 2012). Retrieved from 

https://www.researchgate.net/profile/Pramote_Kuacharoen/publication/26742724

3_Paper-

based_Document_Authentication_using_Digital_Signature_and_QR_Code/links/

54b663b70cf2bd04be32061d.pdf 


