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Abstract 

As users come to expect easier and more extensive access to their company's digital assets, many 

layers of security come into play. Responsible managers of media asset collections must develop 

a security strategy based on risk analysis and vulnerability assessments, and also consider the 

collaborative and creative needs of users. Records managers and digital collections managers 

must balance these two often-contradictory sets of requirements by developing policies and 

mechanisms to ensure that records and media assets are created, edited, viewed and shared 

appropriately. Through a comparison of SharePoint and a typical digital asset management 

system, this paper will focus on how both external and internal threats are mitigated through the 

utilization of access policies based on user groups, role definitions, and asset level security. A 

portion of the explanations provided come from the author’s experience in an actual DAM 

configuration, which consisted of business process analysis and security definitions. 
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Security Strategy for Digital Asset Management and Records Management 

        The modern workplace is the busy intersection of all the daily activities and processes 

that serve our larger business objectives. Any business entity or organization juggles multiple 

streams of information that may run the entire spectrum of completely unstructured 

communications and documents, to structured case files and big data. Most businesses engage 

across all of these activities: financial companies engage in creative marketing development, and 

advertising agencies track billable hours.  

Regardless of the structure, format or function of information, security is one of the 

primary concerns. Security takes many forms and affects all levels of information use. There is 

the ever-present threat of attack from outside of a business network, with intent to pirate or 

corrupt information. But there is also the more complex issue of internal data protection and 

management. According to a recent survey by AIIM that focused on enterprise security, 

“traditional” security concerns—such as hacking by external agents and the onslaught of 

malware and viruses—is starting to take a backseat to other kinds of data leakage concerns such 

as exposure of information via social media and through unauthorized access by staff (Jones, 

2013, p.8). The amount of confidence that organizations have in their current protections varies 

greatly, and the deliberate misuse of company information by current and former employees is 

considered a higher risk even than security against outside threats, and this internal risk is one 

that companies are finding it difficult to identify much less guard against. Among the 

organizations surveyed, the various approaches to internal and external security were not 

guaranteed to be successful, and in fact 28% of respondents had no way of knowing if their 

methods were working or not. 
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Protective measures for external threats 

        Briefly, the most basic security measures take the form of firewalls for network 

protection, anti-virus and anti-malware programs, the use of Active Directory or some other user 

authentication and authorization process, digital signatures and encryption/decryption of data 

that passes in and out of the network (McGovern, 2013). In addition, for e-commerce, email, 

mobile access and other transactions there are SSL certificates, or “Secure Socket Layers” that 

allow every session of interaction between a web browser and web site for example, to have its 

own encryption. A public encryption key is used to scramble the information before 

transmission, and the corresponding decryption key, called the private key, restores the 

information to its original format on the receiving end (Symantec, 2012). An SSL certificate, 

issued by a certificate authority, ensures the integrity of the encryption. There are different types 

of certificate authorities, and some web sites self-certify their encryption, which is not as secure. 

The most secure SSL certificates are issued by well-known trusted third parties, Symantec™ 

being one of them. The presence of SSL certification in a browser session is confirmed by the 

appearance of “https://” in the address line of the browser window. 

        VPN, or “virtual private networks” are another way to secure data between networks and 

remote points of access (Geier, 2013). A VPN utilizes encryption to safely access files, email and 

services from a network. The use of a VPN can protect data even over otherwise unsecure public 

Wi-Fi. The VPN acts like a tunnel and may connect multiple networks and remote locations over 

the Internet, as in the case of connecting remote offices. 

        Encryption generally applies to information that is moving across barriers, rather than 

static information or stored records. Another method of verifying the integrity of a digital record 
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that has been transmitted across public channels is through the use of a piece of coding called a 

checksum or hash value, which will verify if any information has changed during transmission 

(Shepherd & Yeo, 2003). A code is applied to a document prior to sending. Upon receipt, the 

same code is once again applied to the document, and the result will reveal if there have been 

any changes in the data. The use of checksums or hash values will not prevent changes from 

occurring but it will alert users to the fact that the record was changed. 

The use of hash values and encryption can become a challenge to longer term records 

management processes, because if the records are encrypted, the encryption tools themselves, 

along with any encryption/decryption keys, must be preserved and migrated forward. 

Certification authorities are generally not focused on the preservation of codes and keys for 

certification, so as a best practice, it is suggested that encryption be removed from any document 

as soon as possible after the need for the highest security has passed. Documents that require the 

strictest of control within a network environment should be protected by one or several of other 

methods. 

Protective Measures Against Internal Threats 

The security protocols to guard against external threats are well established and dutifully 

maintained throughout government and the corporate world. Unfortunately the reality is that 

neglect and disorder of information internally is the most benign form of abuse of records and 

digital assets, on a spectrum with worse kinds of user behavior that include malicious 

destruction, theft and espionage. Enterprise resource management and digital asset management 

both offer various tools to support collaboration, knowledge and intellectual property, reporting 

and decision-making. Most systems require a fair amount of configuration and even 

customization and therefore it is critical that developers define business requirements and 
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business rules carefully before proceeding (Wojcik, 2007). The application of technology is 

never a solution to broken business processes. 

        Internal information security is just as critical for rich media assets such as photos, audio, 

videos and graphics as it is for any other kind of data and records. Digital collections of 

audiovisual content typically do not carry the regulatory and compliance burdens of other kinds 

of information, such as financial, human resources, or medical records, however they often have 

various levels of copyright and ownership characteristics that could possibly expose the 

organization to financial harm if those items were misused. A publishing company, for example, 

would lose revenue if high quality copies of its copyrighted material were lost or stolen. A 

creative agency that licenses copyrighted materials could be liable if a particular image or music 

clip were used in a larger work that was not covered under the licensing terms. On a subtler 

level, incorrect logos and branding that are improperly managed and distributed may tarnish the 

image that a company presents to consumers, indirectly affecting the success of sales or possibly 

even stock values if it’s a publicly traded company. 

Security in these terms takes on a much broader and nuanced meaning. The term security 

itself is always relative because it refers to many different things. It refers to the effectiveness of 

current policies and procedures and also to the comfort level within the organization. This 

feeling of security may or may not be justified by the current state of affairs. There is no panacea 

or one-size-fits-all solution for security even among similar types of organizations. And as 

important as firewall and encryption security is externally, the success of any business depends 

at least in part on how well it addresses all the various levels of control and access. From this 

perspective, security is not simply a matter of deploying a new technology. It entails a more 
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holistic evaluation of what assets exists, what their value is, how they are used, and what the 

consequences are of loss or misuse. 

A solid risk evaluation addresses both operational and technological issues. One such 

approach is the OCTAVE method, which stands for Operationally Critical Threat Asset 

Vulnerability Evaluation (Alberts & Dorofee, 2003, p.8). The creators of this method had drawn 

several conclusions through their security consulting with organizations of various sizes. 

Primarily they discovered that measures to reduce risk invariably needed to involve both 

procedural changes as well as technical infrastructure changes—often quite a long list of 

improvements in total. Later follow-up with those organizations found that very little if anything 

had been done to remedy either the policy, the procedural aspects of security, or the technical 

aspects. The authors speculate many reasons for this: cost, lack of organization around the issues, 

and most importantly, the lack of ownership on the part of employees directly involved in the use 

of the information assets.  

The OCTAVE approach is a self-directed process that guides organizations in laying the 

foundations of a comprehensive security plan, leading the stakeholders themselves through an 

analysis that will result in appropriate and effective security measures. An OCTAVE assessment 

begins with the assembly of a team of representatives from the various business units, the 

information technology department, and records management personnel familiar with the 

regulatory and compliance concerns of the business. This enables a 360 degree view of what 

information is most operationally valuable or sensitive, combined with knowledge of the 

technological infrastructure. 

The first step is to identify all critical information or media assets and the security 

systems surrounding them. This is a top-down approach that is similar to a records management 
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functional analysis in that it seeks to uncover what the actual business priorities are and isolate 

the various activities that serve those priorities. This focuses the attention on groups of assets and 

places them within a intellectual control framework, ensuring that the resulting security protocols 

are in line with the larger business objectives. 

The participation by employees on the analysis team is critical in establishing a culture of 

awareness and ownership around the information and content that they handle, which will greatly 

aid in overall user education and the propagation of best practices going forward. This early 

phase of consolidation of information about the assets and an articulation of the current security 

practices creates what is called the asset-based threat profile. This reveals the landscape of assets 

and security from a business perspective. The team will identify and prioritize the critical assets 

and areas where security measures can be improved.  Phase two is the corresponding analysis of 

the existing information technology systems, and identification of vulnerabilities that could be 

subject to unauthorized access. Phase three is a comprehensive plan that can be implemented 

across the organization, which may include policy development, procedural changes, and 

deployment of technology tools. 

OCTAVE is founded on very basic principles, contains specific attributes in its 

formulation, and produces tangible outputs at every phase (see Appendix). This process would 

be very effective in tandem with records surveys, taxonomy development and the establishment 

of records governance procedures. Because the process is centered within the organization itself, 

it decreases reliance on external resources that can strain operating budgets. Furthermore it is a 

flexible method that can be practiced in any type of organization or with any type of media asset, 

providing decision-makers with a roadmap for improvement. 
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The OCTAVE approach at face value appears to be mostly common sense. However, due 

to the reality that employee neglect or abuse of information is an identified problem, working 

through security issues from within an organization has practical value and can make a positive 

impact on organizational culture. The human factor is the most problematic aspect of any 

security matrix. While it is necessary to create an enlightened and engaged culture within an 

organization, it is most wise to take a proactive stance and assume that users will behave 

incompetently and with malicious intent and build systems that deter abuse, create redundancy 

and leave traces of all activity (Pelz-Sharpe, 2008). An effective security program will recognize 

and address the tension between systems and culture. 

Security in Digital Asset Management Systems and SharePoint 

A well-developed security strategy is cost-effective for all kinds of records and media 

assets. Rich media collections carry additional security concerns to those surrounding text-based 

information because their value is tied to intellectual property concerns. According to the U.S. 

Copyright Act, the concept of copyright protection is grounded in a work being “original” and 

also “fixed in any tangible medium of expression” (Crews, 2012). A work does not have to be 

highly original to qualify for copyright protection, and even fairly fugitive media like social 

media is sufficient to be considered tangible, because it allows the content to be viewed or 

experienced. Therefore the value of audiovisual and photographic materials is based on their 

status as intellectual property that is original in nature (inherent value), and in their use and reuse 

in the creation of other works. Those new works will likely carry their own copyright and be 

considered original or derivative. In practice, a digital asset collection may also contribute 

directly to the value of a brand, because the content of the collection contributes to the growth of 
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consumer recognition and contributes to brand affinity, or the level of appeal and satisfaction 

that a brand generates in consumers (DeVault, 2013). 

Copyright Protection in a DAM Environment 

Digital asset management systems, or DAM systems need to provide a mechanism for 

conveying copyright and usage information clearly to the user. Copyright information is often 

expressed through a complex set of variables that may include, copyright owner, acceptable use, 

and the duration of a purchased license (Wolfe, 2013). A robust rights tracking module would 

also track usage within the current license—publication, number of impressions, the amount of 

time the content is “live” or exposed to the public. This kind of information is distinct from true 

digital rights management platforms that actually control the usage of an asset, such as iTunes or 

Amazon Kindle, which strictly monitor and enforce downloads. Pertinent information could also 

take the form of the presence or lack of model releases or property releases for important 

buildings and landmarks (Crew, 2012). The cost of not sharing this information effectively with 

users can be highly costly from a legal standpoint, and also in the event that materials need to be 

graphically redeveloped or reprinted. 

DAM systems are used to support creative workflow, usually in marketing and sales 

departments, or within creative agencies. The DAM may also function as an archive or a 

backend for distribution or publishing systems (CMS Watch, 2008). Like records management 

systems, DAM systems allow users to access and retrieve content mostly on a self-serve basis. 

These users have various levels of knowledge and skill about search methods and about the 

nature of the assets themselves. Contributors to the DAM are often production personnel and 

designers, whose primary job is to create content. These users prefer not to deal with metadata 

and procedure. DAM systems and their electronic records management systems both, are often 
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perceived as cumbersome by contributing users, and the application of metadata is a speed bump 

in their work process. 

There are dozens of DAM systems on the market and as far as implementation scenarios, 

they run the same gamut as many other records and content management systems: there are 

cloud based SaaS vendors, enterprise systems, open-source and lightweight products that provide 

varying degrees of security and functionality. There are many commonalities between DAM and 

ERM, but the differences are significant. Digital asset collections grow in size at an enormous 

rate due to their larger file sizes. An average text file (.doc) might take up a couple hundred 

bytes, but even a modest TIFF file of a photographic image can be 10+ megabytes. In rich media 

collections, file sizes and formats range a great deal, and the “working” formats that are layered 

and editable are often considered the “master” asset. These are generated by any number of 

current or outdated software products. Archiving in this context—security in terms of 

preservation and continued access—is extremely challenging. It is therefore advisable that the 

true master asset be in a universal format such as PDF or TIF. Most of the working ‘mechanical’ 

files within a DAM system will become mostly inactive within months or years of the ending of 

a creative campaign or after the release of a product. So the archival version is the most 

important file to retain and migrate forward within the storage system. 

DAM security generally includes all of the same network and user authentication 

protocols as traditional enterprise resource management and electronic records management 

systems. Similar too, are the means of managing user access privileges. A good permissions 

strategy for digital collections uses a structured approach that takes advantage of three types of 

security models: user group definitions, role assignments that define user functionality and 

capability, and asset-level metadata that is based on a security classification scheme. The 
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combination of these security approaches create a very fine-grained level of control or access. A 

solid permission strategy and mapping of these types of security will also provide practical 

benefits: growing and maintaining the collection will be more efficient as new content can have a 

security profile attached to it upon ingest. The system itself will be more efficient and also faster 

in returning search results if content is classified in a consistent way (Microsoft, Plan your 

permissions strategy, 2013). In addition, a centralized approach to security is more cost-effective 

from a management standpoint. 

One of the simplest forms of security structure is that which is found in SharePoint, 

where there is generally a pyramid-shaped organization to repositories, with the top-most 

repository designated as the “root” repository. All the other sites created underneath the root site 

inherit the same permission set as the root, unless an individual site administrator makes an 

exception to the permissions policies. Best practices suggest avoiding this kind of “breaking” of 

the default profiles, as this can slow down site performance and create “gaps” in security which 

automatically are inherited by sites that are created below it (Microsoft, Plan your permissions 

strategy, 2013). 

The basic concept of user groups, though it may function differently from DAM system 

to DAM system, is that access privileges are based on user entitlement and the minimum level of 

permission is assigned in order o fulfill user need. This is the principle of least privilege 

(Microsoft, Plan your permissions strategy, 2013). User groups usually correlate to distinct 

collections of content. For example, a user group could be created for users who primarily access 

and control photographs created by and for a marketing department. Another user group would 

be created for users who deal mostly with photographs that are in the custody of the 

communications group. In other words, the user group defines which content a particular user is 
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able to view among all the available libraries. It also controls the the size and the quality of the 

content. Usually DAM systems are capable of generating various sizes of preview of an asset, in 

addition to being able to display the original asset itself. Previews also might contain a digital 

watermark, which is a transparent graphic layer that appears superimposed on the asset (Wolfe, 

2013). The term watermark is drawn from traditional printing, where high quality papers were 

imprinted with a logo, which would be visible when held up to the light. Watermarking is still 

used in validating the authenticity of paper documents. By virtue of user group membership, a 

given user may be able to see that certain content exists, but may be limited in their ability to 

access it (Ledford, 2011). In the above example of a marketing photo collection and a 

communications photo collection, a user in the marketing user group may download the original 

best quality photo asset within the marketing photo collection, but in order to get a best 

communications photo however, they may need to request it. They can perform a search across 

collections other than their own, but they will only see a low resolution preview of the asset that 

belongs to a different user group. Users may belong to more than one user group to expand the 

reach of their visibility and access depending on their business justification. A system of 

governance to manage the authorization of admittance of users into a new user group must be 

part of the larger strategy surrounding digital asset management. 

User groups in electronic records management can function somewhat differently. In 

SharePoint for example, user groups are formulated more like role-based security in DAM. A 

user belongs to a certain type classification; by default these types are “members”, “visitors” and 

“owners” (Microsoft, Introduction: Control user access with permissions, 2013). The user 

assignment determines whether a particular user may view content (visitors), add, edit or delete 

content (members), or alter the structure or permission structure of the site (owner). User groups 
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are controlled centrally, which is more efficient than provisioning users individually. In both 

ERM and in DAM, the central management of users via user profiles and user groups is 

essential, especially when the user base is large. 

Role-based security in a DAM system is more complex than is found in a typical 

SharePoint implementation. Because the system supports creative workflow, there is more 

differentiation among the user types and contributors. This workflow usually happens outside of 

the DAM system. Many DAM vendors will offer certain workflow features such as customizable 

user request forms or approval routing and notifications, but those are not to be confused with 

true business process management or file-based workflow or project tracking systems. DAM 

roles will again reflect the different needs of users, but will enable specific functionality 

associated with the tasks those users perform. For example, roles commonly defined within a 

DAM system include internal content contributors, external content contributors, metadata 

editors, “search and request” users, and “search and download” users. An asset editor would be 

able to edit metadata but most users would only be able to search and view metadata. 

Separate roles may be created for users that are within the corporate network (employees) 

vs. those that outside the network firewall. Each role will define the functionality that a particular 

user is able to perform. Different types of contributor roles, will all have the ability to upload 

assets. However, one type of contributor may be allowed to directly ingest into the system and 

apply metadata, while another role may have their content automatically place in quarantine until 

it can be reviewed by a asset editor or librarian.  

Similarly, two roles may both have download capability, but one role, provisioned to a 

marketing coordinator that mainly creates PowerPoint presentations for example, may only 

permit the download of a low-resolution asset rendition, while another role, provisioned to a 
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designer perhaps, will allow the download of a high resolution rendition or the original asset 

itself. When role-based functionality definitions are combined with user group definitions, it is 

possible to achieve a high degree of control over who performs what actions, what content they 

can see, and to what degree. The interplay of these two types of security is so complex, that the 

best way to be sure that the desired security is achieved is by following an exhaustive test plan 

using dummy accounts. Testers will log in as different types of users, and attempt to perform 

different searches and access content. The test plan should reveal any problems with security, but 

even with these systematic efforts, refinements will need to be made to the role and user group 

settings during the pilot testing and beyond. As many a wise DAM professional has said, DAM 

is a process, not a goal. In general, the more these definitions can be nailed down in the testing 

and pilot phase the better. Users will become disgruntled if they discover one day that access to a 

particular group of content is restricted whereas previously it was available. User satisfaction 

should always a primary concern especially in DAM systems, otherwise users will find ways to 

bypass the official systems and hoard assets in offline personal collections. This leads to use of 

outdated assets and unauthorized use. 

Asset level security is somewhat more straightforward than either role-based or user-

group based security definitions. Asset based security utilizes a metadata classification according 

to security level. This would be just one part of a comprehensive metadata model that also 

incorporates descriptive metadata, ownership metadata, technical metadata, and for audio and 

video content, instantiation metadata. Any given asset would be tagged with a label that dictates 

its level of exposure. In the private sector, these labels are along the lines of Public, Sensitive, 

Private and Confidential (Wikipedia, 2013). These tags can trump any user group permissions 

and role capability. Asset metadata can further differentiate content and eliminate it from search 
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results for particular user groups and roles based on the asset’s status such as Work in Progress, 

Inactive, Obsolete, etc. 

An interesting advance in asset-level security that extends beyond the confines of a 

digital library environment is an Adobe product called Adobe LiveCycle for enterprise right 

management (Landwehr, 2007). LiveCycle works on certain file formats of text based documents 

and computer aided design documents. It functions by embedding code into documents that 

travel outside of their home network, and when the file opens that code communicates back to a 

central database. Users are authenticated before they may open the document, whether that 

document is stored on a zip drive or attached to an email. LiveCycle also tracks copies of 

documents against the original document: if changes are made on the original document, and 

outdated versions will not open, and will refer the user to the most up to date file. Printing of the 

document can be disabled, as can permission as to whether or not users may work offline with 

the document, and specify a time period for local caching. 

All of these methods for exposing and restricting content need to be developed and 

maintained through planning and strict ongoing governance. A governance program includes the 

policies, objectives, authorities for decision-making and routines to follow for the maintenance 

and the growth of the system (AIIM, 2013). Governance would also cover the development and 

maintenance of taxonomy and classification systems. A dedicated team needs address any 

proposed changes to the security definitions, and also needs to separately address how any new 

content may impact the current definitions and models. Each media type brings new challenges. 

For example, if video clips are to become part of a DAM ecosystem, it will bring addition 

technical requirements for playback, processing and storage. It may also require the creation of a 

new metadata model specific to the media type. Also, an entirely new access method may need 
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to be developed for users, such as the provision of low-resolution proxies that are generated on 

the fly, or the provision of static key frames with text-based description. These access decisions 

are in response to practical issues, but they also have security implications. All development of 

access solutions require close cooperation between IT architects and the DAM product manager. 

Conclusion 

       There are many commonalities between conventional records management systems that 

handle mostly text-based documents and digital asset management systems that contain rich 

media and support creative workflow. Both types of systems support the organization and 

intellectual control of active assets, and may also serve as an archive. In terms of security, both 

ERM and DAM must be secured through procedures and technology that protect information and 

assets from external threat. Rich media collections have the added concern of copyright 

protection. Both rich media and text-based assets may be placed under legal hold in the event of 

litigation, and the ability to search across repositories and identify the latest version or a 

particular version of creative is essential. The question of regulation of internal usage and 

protection of the integrity of assets is fundamentally the same for all kinds of collections.  
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Appendix 

 

OCTAVE, Operationally Critical Assets Vulnerabilities Evaluation (Alberts & Dorofee, 2003). 
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