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 A Multinational Media & Entertainment Company Operating in the U.S. and Abroad 

This essay examines the issues involved in the handling of personally identifiable 

information by a hypothetical multinational media and entertainment company that is based in 

the U.S. with offices in over a dozen countries. The company, a household name with a highly 

esteemed brand image, depends on the trust of its domestic and international customers in order 

to grow and maintain its properties, attractions, and products around the world. A high value is 

placed on data integrity and the protection of individual privacy, in accordance with the U.S. 

Department of Commerce’s U.S.-EU Safe Harbor Framework that was created in 1998 under the 

Clinton administration and accepted by the EU in 2000 (Export.gov). 

The U.S.-EU Safe Harbor Program 

 The Safe Harbor Framework is a mechanism by which U.S. companies may self-certify 

or certify via an independent third party, to comply with the much stricter data privacy mandate 

established by the EU in 1995, the Data Protection Directive (or Directive 95/46/EC). Directive 

95/46/EC was a game-changing piece of legislation that reflects the high value placed on privacy 

of personal data among the member states of the European Union. The Safe Harbor Framework 

was made necessary because privacy protection in the U.S. is not federally regulated. Rather, it is 

considered “sectoral”, or driven by industry and the particular needs of business. The free-flow 

of information supports all kinds of commercial transactions online and across borders. At the 

time the Directive was enacted, the banning of transmission of personal information outside of 

the EU could have potentially disrupted trillions of dollars in trade, seriously damaging both the 

world’s largest consumer market, the EU, and the world’s largest economy, the U.S. (Schriver, 

pp. 2777-2780). The significance of Directive 95/46/EC can hardly be overstated. American 

companies operating in Europe were suddenly exposed to significant fines and penalties for 
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holding databases of customer information. The Directive covers all instances of personal 

information, including the types and uses of “cookies” on commercial websites. 

One World, Different Stances on Data Privacy 

 From the point of view of European consumers, personal privacy is an inalienable right 

and an important principle. This attitude stems primarily from the abuse of personal records and 

information that led to grisly atrocities under European Fascism in the early 20th century 

(Moshell, p. 1). The data privacy referred to by Directive 95/46/EC is meant to protect citizens 

from both government and industry. Americans, by contrast, may be inherently less fearful of 

government abuse, and likewise be generally less favorable toward government regulation of 

business. Whatever the reasons, the gap between the U.S. and EU approaches to data privacy 

have led to political and economic challenges, as each side tries to influence its trade partners to 

either restrict or open up the free flow of data. Today, it is generally recognized that open data 

exchange is important for healthy economies. But a compromise that promotes the free flow of 

data and also ensures the protection of personally identifiable information is becoming a 

common goal. 

How the Safe Harbor Program Works 

 The U.S.-EU Safe Harbor Framework is implemented through a program in which 

companies may volunteer to participate and agree to conform to seven Safe Harbor Privacy 

Principles that demonstrate a commitment to maintaining the privacy and integrity of personal 

data that they collect in the course of business (Privacytrust.org). 

1. Notice – An organization must inform individuals about the purposes for which it collects 

information about them and how it will be used. 
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2. Choice – Individuals must have the ability to opt out of the collection and forward 

transfer of their information to third parties. 

3. Onward Transfer – Transfers of data to third parties may only occur to other 

organizations that follow adequate data protection principles. 

4. Security – Reasonable efforts must be made to prevent loss of collected information. 

5. Data Integrity – Data must be relevant and reliable for the purpose it was collected for. 

6. Access – Individuals must be able to access information held about them, and correct or 

delete it if it is inaccurate. 

7. Enforcement – There must be effective means of enforcing these rules. 

Companies that decide to participate in the Safe Harbor program will bypass the need for 

written contracts with individual countries and eliminate lots of red tape by taking the 

technological and policy steps needed to live up to the principles, and then publicly declaring 

adherence to the principles on their web site and other media. They are required to self-certify 

their compliance to Safe Harbor annually to the Department of Commerce.  

In addition to proving “adequate” adherence to the principles, organizations must provide 

a “readily available and affordable independent mechanism” for customers to file a dispute and 

investigate the possible misuse of their personal data.  

Despite these worthy ideals, there is not a clear system of sanctions for companies that 

fall short in their implementation. There is no central enforcement body for the program, and 

thus enforcement falls to the private sector itself, to the Federal Trade Commission (FTC), or to 

other U.S. government agencies or state governments, to take action against organizations that 

misrepresent their ability to provide “adequate” privacy (Export.gov). Under the Federal Trade 

Commission Act, the FTC may file for civil penalties of up to $16,000 per day for violations. 
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It is not clear how often enforcement occurs, however. A 2008 study by Galexia, an 

independent consultancy specializing in privacy and electronic commerce, provides detailed 

findings of a significant number of false claims of membership and certification to Safe Harbor 

(Connolly, pp. 4-5). In addition, there was often a lack of transparency in the handling of 

personal data, and companies also failed to identify an alternative and affordable dispute 

resolution process. The Galexia study of Safe Harbor practices only examined one of the seven 

principles. Further in-depth study of member companies’ compliance to the other principles 

would likely reveal more problems with the self-certification model. 

Regardless, Safe Harbor represents an uneasy compromise between governments and 

industry. And despite threats on the part of the European Parliament to suspend Safe Harbor 

immediately after the revelation of NSA surveillance of European citizens, the program remains 

intact (House of Lords, 2014). The Safe Harbor program is subject to ongoing review through 

the cooperation between the U.S. and the EU and for the time being, stands as a symbol of the 

commitment to the protection of personal data, if not the embodiment of those ideals. The U.S. 

Dept. of Commerce has helped to bolster the integrity of the program by reviewing privacy 

policies of U.S. companies and requiring them to link to the official list of member companies on 

the DoC web site. The DoC also highlights in red the names of companies who are not up to date 

on their registrations. 

 In the hypothetical multinational media and entertainment company mentioned initially, 

the Safe Harbor program represents an opportunity to reinforce the company’s public image, and 

build trust with its global customers. In order to be in compliant, the organization must put in 

place strong internal access controls that limit the visibility of private customer information to 

only those roles whose functions require them to handle that information. This would need to be 
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coupled with a mandatory education program that informs all employees about the importance of 

protecting sensitive customer information, and provides them with a good overall understanding 

of the Safe Harbor principles. The training should be updated and enhanced as often as necessary 

to include the most current technology scenarios and should be repeated annually and validated 

through testing at the end of the training. 

 Internal access controls and education would of course be complemented by a strong 

corporate security strategy based on information assurance best practices, that allows information 

that is handled by employees for legitimate purposes, to be safely away from hackers and botnets 

that threaten the availability, confidentiality and integrity of all classified data resources. Such an 

overarching information assurance program–if successfully implemented and managed on an 

ongoing basis–is consistent with the requirements of the U.S.-EU Safe Harbor Framework. The 

express need to publicly declare and certify commitment to the ideals of the Data Protection 

Directive supports risk management efforts in general by reducing the possibility of harm to 

customers, and resulting litigation. The need for Safe Harbor compliance may add to the cost of 

security by raising the priority/value of customer information assets during a risk assessment, but 

the potential damage to the company for a data breach of sensitive information far exceeds any 

FTC fines or wrist-slapping by the Department of Commerce. In a global economy, protecting 

customers’ private data is just good business. 
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