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Select one of the frameworks introduced in the lecture (links provided in module content area) 

or find another relevant model and describe it in further detail. Briefly explain what this 

framework offers. What type of organization does it support? Is the framework advantageous to 

our priorities as records managers and/or archivists? Why or why not? Please share any other 

thoughts you may have on the framework that you chose to discuss. 

  

The Operationally Critical Threat, Asset and Vulnerability Evaluation (OCTAVE)  is a 

methodology that addresses what many feel is a common gap between the business objectives 

of organizations and the security focus of their internal IT departments. The developers of 

OCTAVE found that organizations tend to focus on protection of IT infrastructure rather than on 

information assets. As a result, security efforts are not tied to critical business strategies, but 

instead may overlook threats to specific valuable assets. This "generic approach" is not 

systemic in nature, and is not proactive, but rather is ad-hoc based on previous experience and 

awareness only of known threats. 

  

The three variations of the OCTAVE framework that have evolved since 1999 were developed 

through a research initiative sponsored by the Department of Defense and the Software 

Engineering Institute (SEI) at Carnegie Mellon University. OCTAVE is an excellent example of 

the private sector directly benefiting from Federal development, and it is targeted for users in 

any business sector. 

  

Many organizations may lack sufficient internal security expertise and therefore outsource their 

security to consultants which further distances security efforts from the core business needs. 

OCTAVE seeks to address these conditions by offering a set of essential criteria  

(Octave Criteria)--principles, attributes and outputs--that outline the desired state of security 

effectiveness for the organization, through analysis of business needs as a whole. Using a 

variety of methods that are consistent with the principles leads to the development of a unique 

and detailed road map for in-house staff. 

  

A key distinction between OCTAVE and other frameworks is that it is designed to be an internal 

initiative that will engage an interdisciplinary team from across IT and other business areas. It is 



self-directed and helps to build an internal culture of awareness and user competence with 

regard to changes in practice. 

  

The ideal state defined in the OCTAVE framework establishes a positive security posture for the 

organization and maximizes the return on security investment (ROSI). There are two basic 

OCTAVE models (OCTAVE Method, and OCTAVE-S) and a streamlined version of the 

framework, OCTAVE Allegro, that is simplified for easier implementation. 

  

The OCTAVE framework is a very accessible tool for records managers and anyone interested 

in information assurance. It is a flexible approach that is rooted in actual practice and can serve 

as a valuable tool to not only effectively manage risk and allocate risk resources, but also to 

establish an organization-wide network of concerned and engaged professions with many 

different skills and viewpoints. This serves many of the goals of records professionals, and 

should be one of the most-used tools in our tool set. 
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