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EXILL 
Laboratories

Industry: Veterinary Diagnostics

Size: $4,682,537,942 (2013)

NASDAQ: IDXX - $76.35 per share (as of 9/11/15)

Incorporated 1983 as AgriTech Systems, Inc. 

Lines of Business
● Bioresearch

● Dairy & Water Testing

● Poultry & Livestock Diagnostics

● Small Animal Health

● Telemedicine 

● Veterinary Practice Software

Info
https://www.EXILL.com/corporate/home.html



EXILL Laboratories 
Management Structure

EXILL Laboratories, Inc. and its wholly-owned and majority-owned subsidiaries, 

is a publicly traded veterinary diagnostics company with over 5,700 employees 

worldwide (EXILL, 2013).

Their Board of Directors consists of 9 members who sit on four committees: 

Audit, Compensation, Nominating and Governance, and Finance.  The Leadership 

Team is a group of seven individuals (EXILL, 2015):

● Chairman, President & CEO

● Executive Vice President, CFO and Treasurer

● Corporate Vice President, General Counsel and Secretary

● Corporate Vice President, Chief Human Resources Officer

● Executive Vice President, Companion Animal Commercial Organization 

in North America, the EXILL VetLab in-house diagnostics, Diagnostic 

Imaging and Information Management lines of business

● Executive Vice President EXILL Reference Laboratories, Telemedicine, 

Rapid Assay, Bioresearch and Worldwide Operations

● Executive Vice President, international operations, Livestock, Poultry 

and Dairy segment, and the Water and OPTI Medical Systems



Introduction

Since its founding 1983, EXILL has expanded and diversified mainly through acquisition, 

becoming extremely profitable through the development of poultry virus panels, and 

poultry management software (EXILL, 2015). It quickly expanded into canine and feline 

disease testing with products for use in clinics as well as through its vast network of 

testing facilities. By 2010 it had a vigorous international business in bovine, equine, 

porcine, and avian disease detection and prevention. 

EXILL is a pioneer in technology, bringing to market mobile diagnostic tools that enable 

more effective care by veterinarians in the field. Their software products also enable 

farmers and veterinarians to practice state of the art electronic records management that 

integrates with EXILL proprietary business systems. 

With net annual sales of +$180M, it has the largest market share in the veterinary 

diagnostic industry, representing hundreds of branded products and services. EXILL 

products are marketed worldwide through its various business ventures, as well as 

through distributors and resellers. Offices are maintained in all major regions, including 

Africa, Asia Pacific, Canada, Europe and Latin America (EXILL, 2013). The company is 

highly aggressive in seeking new business channels, and is looking to expand into the 

Middle East in the next 3 to 5 years.
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Executive Summary

This report on Information Governance (IG) risk at EXILL Laboratories, Inc. is intended to identify areas of the IG program that are 
insufficient to adequately address the current risk landscape. The Generally Accepted Recordkeeping Principles® and ARMA, 
International Maturity Model (2015) was used to benchmark the program and drive improvements in order to bring IG risk to 
acceptable levels. To conduct the assessment, a combination of approaches was utilized. Assessment questions were designed for 
each business area, covering four improvement areas: Roles and Responsibilities, Policies and Procedures, Communication and 
Training, and Systems and Automation (Smallwood, p.34-35). Using in-person or phone interviews, qualitative information was 
gathered and survey questions questions were scored to produce quantitative data about the current IG status. The OCTAVE 
Framework was also used to inform the survey questions and specify the areas of focus. The OCTAVE Framework targets particular 
information assets and business processes, evaluating current risk against relative to the stated business objectives. The OCTAVE 
Approach is well suited for EXILL because it is intended for internally-driven IG initiatives, to be conducted by in-house teams. It is 
self-directed and helps to build an internal culture of awareness and user competence with regard to changes in practice (Panda, 
2009).

A cross-disciplinary team served on the assessment team, representing Archives & RIM, IT, Legal, Compliance & Regulatory, 
Knowledge Management, and Finance. Interview subjects were chosen based on their expertise and familiarity with the records in 
use in their division. To process and collate the results of the assessment, an IG assessment software called Next Level was chosen 
(Gable, p. 20).



Executive Summary (cont.)

The findings were generally very positive. The IG program at EXILL is quite mature, as appropriate and typical for this highly 
regulated industry, and for a publicly traded multinational company. EXILL follows well-established best practices in corporate 
governance and external compliance. In most matters of information governance it rates at Levels 4 & 5 (Proactive and 
Transformational, respectively), according to the Generally Accepted Recordkeeping Principles® Maturity Model by ARMA, 
International (2015). In this preliminary report, however, you will see that there is room for improvement.

In particular, there are identified vulnerabilities  in IT infrastructure, tools and security protocols that threaten online diagnostic 
tools--key services that are the lifeblood of this company. Also at risk are valuable intellectual property assets that represent our 
future, the loss of which through acts of industrial espionage would greatly diminish our competitiveness in all markets. Dramatic 
risks such as these are well-understood and compelling, easily prompting corporate action.

However, there are also less obvious concerns that, based on this assessment, also demand our unwavering attention. The poor 
adoption of ERMS in some manufacturing and R&D businesses is cause for grave concern, as these realities are more entrenched, 
accepted as they are in the culture of those areas. Such seemingly benign attitudes can undermine the company’s competitive 
advantage just as surely as a cyber attack, albeit more slowly. These cultural attitudes are just as likely to be found in the U. S. as in 
any of the regions abroad.  Furthermore, our research has shown that employees outside the U. S. are generally less sensitive to 
litigation issues and there is a generally lower awareness of the value of intellectual property. 



Executive Summary (cont.)

Just as poor adoption of ERMS can lead to the bleeding away of corporate knowledge, so too can the overzealous application of 
severe disposition policies. The current state of email retention policies--automatic deletion after 30 days--is an outdated response 
to “the email crisis” of a decade ago. Today such a fear-based approach to email management leads to worker productivity 
problems, and encourages non-compliance. Also, the loss of valuable knowledge assets in this unstructured data equates to a loss of 
value. In instances such as this, the application of modern Big Data tools such as predictive coding, deduplication, and automatic 
classification can alleviate the fears of dark data and corporate liability, and keep e-discovery costs manageable. 

This assessment hopes to alert the readers to the seriousness of these and other issues. Given the continued drive to expand 
through corporate acquisition and new business development, it is important that IG keep pace with the business strategy.  EXILL 
has a long history of risk-taking through new ventures, but given the ramifications of any of the items in the risk profile, should take 
a prudent and conservative approach to IG in order to meet its current business objectives.



Timing & Methodology

The Risk Assessment will be performed using a quantitative methodology, 
through in-person and phone interviews, a risk tolerance workshop, followed 
by quantitative analysis. The working methodology is The Operationally 
Critical Threat, Asset and Vulnerability Evaluation (OCTAVE®). This 
framework is process-centric and ideal for an internal initiative, to address the 
key business risks associated with information assets, and to quantify potential 
impact and mitigation efforts. 

ARMA International’s Generally Accepted Recordkeeping Principles® & the 
ARMA Maturity Model will also be used for benchmarking and progress 
monitoring. Next Level IG assessment software will be utilized.

Assessment Team:
● Archives & RIM
● IT
● Regulatory & Compliance
● Legal
● Chief Knowledge Officer
● Business Process Management
● Finance

Expected delivery: December 8, 2015



Risk Profile & Assessment



Priority Risk Event

1 Avian Pandemic causes overload of diagnostic portals and 
data processing capabilities

2 Industrial Espionage in Asian markets

3 No ERMS Adoption in R&D and Manufacturing LOBs

4 Customer Data Breach

5 Overly restrictive email deletion policy creating productivity 
problems

6 Nonexistent Legal Hold Notification in some countries

7 Legacy Paper Systems uncontrolled in some LOBs

8 Loss of Data Center due to natural disaster

9 Vital Records Program not extended to most recent 
corporate acquisitions

10 Regional Inconsistencies in Records Retention Schedules

Risk Profile

Time horizon: 5 years



Foreign and U.S. 
State and Federal 
Compliance Areas

● Center for Veterinary Biologics within the United States 
Department of Agriculture (USDA) &  Animal and Plant 
Health Inspection Service (APHIS)

● U. S. Securities and Exchange Commission 
● Intellectual Property & Patent Laws
● Sarbanes-Oxley Act of 2002
● U.S. Food and Drug Administration - areas relevant to animal 

and veterinary such as New Animal Drug Applications, 
Diagnostics, and Medical Devices, Antimicrobial Resistance, 
Import & Export Certification

● U. S. Dept. of Labor statutes relating to Wages & Hours, 
Anti-Discrimination, Workplace Safety & Health, Workers 
Compensation, Employee Benefits

● European Medical Device Directives

● World Trade Organization (WTO) rules

● Federation of International Trade Associations

● EU Data Protection Directive

● EU-US Free Trade Agreement

● EU Waste Legislation on Packaging and Packaging Waste



Assessment Report & Roadmap



Conclusion

This report has shown that EXILL Laboratories, Inc. is fairly evolved in its IG program, and generally satisfies the GARP Principles® 
of Accountability, Transparency, Integrity, Protection, Availability, Compliance, Retention and Disposition. The top ten risks 
identified in the risk profile can be addressed by systematic mitigation efforts that will bring the risk factors to within acceptable 
levels. In each instance, the cost of remediation more than offsets the potential financial damage posed by the risk factor.
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Additional Sources

U. S. Securities and Exchange Commission

Sarbanes-Oxley Act of 2002

U. S. Food and Drug Administration

U. S. Department of Labor

European Commission

Yahoo! Finance
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