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Disclaimer: The information in this document relies upon facts about EXILL Laboratories, Inc. that are publicly available at 
https://www.EXILL.com. All of the statements regarding present goals, objectives, internal pressures, risks and 
opportunities of the EXILL corporation are purely the speculations of the the author for the purpose of a graduate school 
assignment, and do not represent actual business intelligence. Such information would be strictly classified. The author of 
this paper has no insight whatsoever into the actual plans, goals or workings of EXILL Laboratories, Inc.



Introduction

This presentation lays out an Information Governance Program for a multinational animal 

health diagnostics company, EXILL Laboratories, Inc., which has numerous regional offices 

and business divisions. For the purposes of Assignment #2, I will assume that an initial risk 

assessment has taken place, and that the IG Working Group (stakeholders) who had 

created that initial assessment have continued to meet, and through further research, 

have negotiated and reached consensus on the priorities and roadmap for addressing the 

critical issues that were revealed. The IG Working Group has managed to align the IG 

Program recommendations to the  EXILL strategic business objectives, and also to the 

company IT Strategy.



EXILL Laboratories, Inc. is a leader in pet healthcare 

innovation, serving practicing veterinarians around the 

world with a broad range of diagnostic and information 

technology-based products and services. EXILL products 

enhance the ability of veterinarians to provide advanced 

medical care, improve staff efficiency and to build more 

economically successful practices. EXILL is also a worldwide 

leader in providing livestock and poultry diagnostic tests and 

tests for the quality and safety of water and milk. 

Headquartered in Maine, EXILL Laboratories employs more 

than 6,000 people and offers products to customers in more 

than 175 countries.

https://www.EXILL.com/corporate/home.html



EXILL Laboratories 
Mission & Values

Our purpose: To be a great company that creates exceptional long-term value for 

our customers, employees, and shareholders by enhancing the health and 

well-being of pets, people, and livestock (EXILL.com, 2015).

Core Values

● Achieve and sustain market leadership

● Exceed the expectations of our customers

● Empower and reward our employees

● Innovate with intelligence

● Cultivate entrepreneurial spirit

● Contribute to our communities



EXILL Laboratories 
FY 2015 / 16 

Goals & Objectives

#1 Grow market share in Asia and Middle East

EXILL has a strong presence in most major markets but is struggling to meet 

regulatory compliance of its products in Asia. The Challenge: In these territories, 

the regulatory requirements are much more stringent than in the U.S. and 

Europe. The levels of documentation and regulation is similar to that of the 

human medical industry in the U.S. In order to meet these requirements and 

obtain trade licenses, it was necessary to surrender many patented formulas and 

details of manufacturing processes to foreign governments. Ultimately this 

compromises the security of our intellectual property, particularly in China, 

where such practices are a primary means of fertilizing Chinese domestic 

industries. The strategy so far in these markets has been to introduce products 

that will have a rapid market penetration, achieving large sales volumes within a 

relatively short window of 1 to 3 years. EXILL also seeks to stay ahead of direct 

competitors who are also trying to make inroads into China with similar products.



EXILL Laboratories 
FY 2015 / 16 

Goals & Objectives
(cont.)

#2 E-commerce: Grow the reach and usage of cloud SaaS for medical imagery

This year EXILL launched a cloud service that enables veterinarians to store and 

access diagnostic images such as x-rays and ultrasounds from any web-enabled 

device. These electronic medical records can be shared collaboratively in real 

time, from any location. This cloud repository integrates with the EXILL 

telemedicine platform, and with the EXILL proprietary veterinary practice 

software. The Challenge: This technology recently ran afoul of European data 

protection authorities when the security of the transborder flow of data was 

deemed unsatisfactory, particularly with regard to the sharing of customer data 

across multiple jurisdictions. EXILL is seeking to meet stricter data protection 

requirements in order to remove barriers to the growth of this very profitable 

business.



EXILL Laboratories 
FY 2015 / 16 

Goals & Objectives
(cont.)

#3  Build adoption of mobile CardioPet ECG Device & telemedicine

Last year, EXILL announced it would launch the first mobile electrocardiogram 

that would revolutionize cardiac care for veterinary practices. Veterinarians can 

take the device wherever it is needed and upload images to the to the EXILL 

cloud repository, where results can be analyzed by specialists. The Challenge: 

after a soft launch early in 2015, the device was found to have a high failure rate, 

suggesting internal problems with manufacturing and QC despite the use of Lean, 

Six Sigma and other proven methodologies.



IG Program Executive Summary



IG PROGRAM

Executive Summary

The IG Working Group has met and agreed to the following Program initiatives to address the concerns underlying the critical risks 

identified in the Preliminary Risk Assessment. These recommendations are aligned with the EXILL 2015/16 business priorities. The 

IG Team is confident that the program enhancements are timely and relevant to the constituents from the various regions. The Plan 

has been vetted through care and deliberation with a wider group of stakeholders from all of the business units. Several discussion 

papers were created that facilitated the exchange of ideas. The resulting dialogs revealed greater clarity as to the root causes and 

circumstances surrounding problem areas that were identified in the initial analysis. As a result, adjustments to the strategy have 

been made, as well as changes to priority.

#1 - Cloud / Transborder Data

First, the security of data that flows across national boundaries has triggered regulatory problems, creating 
a dampening effect on the growth of EXILL cloud Saas in key markets. The IT strategy to create 
differentiation among data streams and bolster security for customer data will alleviate these concerns. At 
the same time, IG policy and mechanisms need to be put in place to monitor and report in those jurisdictions. 
Additionally, the combination of architecture and governance will dramatically reduce the top risk that was  
identified in the Risk Assessment, which is the possibility of traffic overload of online systems in the event of 
a viral pandemic.



Executive Summary (cont.)

#2 - Security of Intellectual Property

These same IT strategies and improvements will alleviate the second most important risk concern, 
which is industrial espionage. Through collaboration between IT architects and IG policy planning, 
encryption will shield proprietary business intelligence from foreign and domestic competitors, 
particularly in Asia where EXILL intellectual property is already exposed. The aggregation of IP that 
has been shared openly with regulatory bodies,  in combination with real time manufacturing, 
marketing and sales data, could significantly shorten the window for EXILL goods and services in 
those regions, by increasing the number and strength of direct competitors. The IG Program will build 
upon the IT strategy by changing the culture around security in our offices and in mobile computing.

#3 - Innovation & Knowledge Management

Last among the top three initiatives that tie business objectives with risk mitigation, is the overhaul of 
ERMS and knowledge management in R&D and manufacturing lines of business. A culture of 
disinterest and noncompliance has pervaded these areas --a cause for concern because it undermines 
the EXILL capacity to innovate. The enormous success of EXILL products worldwide could be 
compromised by the missed opportunity to stimulate knowledge sharing and collaboration. The 
current condition is caused by silos of activity, and competition among the internal groups.

IG PROGRAM



Executive Summary (cont.)

This report shows a dynamic Information Governance Program that is consistent with the current EXILL business objectives, 
supporting those through reduced risk exposure, increased efficiency, and expanded innovative potential. The plan also directly 
corresponds and capitalizes on our highly evolved IT acquisition and development strategies.  In addition to the top 3 program 
efforts mentioned above, a comprehensive strategic roadmap reveals additional synergies that will position the company for 
continued market leadership.

The IG strategy in this third priority is to rebuild ERMS as an internally driven initiative, contrasting 
with the current system that is viewed as being imposed externally from RIM. The R&D and 
manufacturing divisions rightfully consider themselves technology leaders and hold disdain for 
records systems that reflect corporate bureaucracy. IG will work in small teams in these areas as 
facilitators, developing policy that satisfies both corporate governance objectives and also allows a 
more organic growth of knowledge capture.

The IG teams will introduce complexity theory, gamification and sense-making models to stimulate 
innovation and build communities of practice (Snowden, 2007). Discussions with key stakeholders 
have already generated interest in the examination of business processes in R&D and manufacturing. 
These new activities are not meant to be disruptive, but rather to reawaken the entrepreneurial spirit 
that EXILL was founded upon. Generating change in this area will positively impact the problems with 
QC and reliability of products such as the CardioPet ECG Device and many others.

IG PROGRAM



IG Program Mandate &
Executive Sponsorship

The Information Governance Program Mandate is to mitigate the identified 
risks associated with information that is insufficiently controlled, to enhance 
innovation and efficiency at all levels by leveraging appropriate technology, 
and to create a culture of respect for the intelligent use and planned lifecycle of 
information, that will enable EXILL to grow market share and succeed in all our 
business ventures.

Accountability for the IG Program will rest with Chief Risk Officer & Senior 
Vice President, who will be the executive sponsor and oversee the IG Program.
Reporting to the Executive Sponsor, the Information Governance Program 
Director will be directly responsible for the initial scope and establishment of 
goals. 

Program Audits will be conducted by the Office of the General Counsel and 
Secretary independently of the IG Program itself. Audits will occur on a 
periodic basis, according to a schedule established jointly between the Office 
of the General Counsel and Secretary and the IG Program Director.

IG Program Team - key stakeholders from these functional areas:
Archives & RIM, IT, Regulatory & Compliance, Legal, Knowledge Management, 
Business Process Management & Finance



IG Program Scope & Goals



The IG Program encompasses Policy 
Design & Policy Revision for

Time horizon: 5 years

● Vital Records & Disaster Planning

● Long Term Digital Preservation

● Email Management

● Legal Hold Notification & e-discovery

● Standardization of Retention and Disposition Schedules

● IT Security

● Mobile Computing

● IT Acquisition

● Storage Use

● Cloud

● Social Media

● E-commerce, Privacy and Transborder Data Protection

The IG Program recognizes the Impact of these IT Trends:

Cloud computing in all of its manifestations, is at the core of several EXILL 

business ventures, and is also a central aspect of the IT infrastructure, and as 

such poses risks and advantages at many levels of operation. Therefore, the IG 

Program will prioritize cloud computing in its strategic focus, and develop 

comprehensive policies that address security, transborder data regulation, 

and use of external cloud services.

Just as cloud computing is core to our business vision and our future, so too is 

mobile computing and the use of wireless connections to conduct business 

among our employees and with our customers. Mobile and wireless 

technology will also be a primary focus for policy development.



Phase 1: Implementation Plan for Key Initiatives using the four SIM Dimensions (McCollum, 2013)

Phase 1 (1st Q of 2016)

Data Map and Asset Inventory

Conduct gap analysis using OCTAVE model and GARP maturity model for the three primary objectives:

SIM Dimension #1 - Cloud / Transborder Data #2 - Security of IP #3 - Innovation & KM

People (changes to the 
organization, cultural 
issues, incentives)

Increase awareness of handling of sensitive 
customer data.

Security training for employees. Change the tone of communications to don’t 
convey “imposed” from outside, but instead 
put emphasis on efficiency and collaboration.

Legal (policies and 
penalties)

Improved compliance with international 
data protection authorities.

Reduce risk exposure: Eliminate redundancies in 
storage of valuable information assets, and 
implement access controls.

Strengthen the integrity of RIM by bringing 
these areas into compliance.

Business units (process 
improvements and 
information flow)

Harmonize and standardize policy: Enabling 
technologies have already been deployed, 
so improvements must be made without 
disrupting business activities.

Global business community: Improvement of 
business processes and collaboration among 
regions; standardization and normalization of 
taxonomies and metadata.

Overhaul ERMS: Application of Cynefin 
Framework sense-making model and systems 
theory. Also gamification of KM.

Information 
Technology

Architecture update and differentiation of 
data streams.

We can’t secure it if we don’t know what it is: 
Application of technology tools that provide 
basic information about unstructured data in 
order to enable lifecycle decisions.

Tools assessment: Select among existing 
knowledge management and knowledge 
transfer tools or develop an acquisition plan.



Key Initiatives Phases 2 & 3

Phase 2 3rd Q of 2016

Email Complement the current automatic deletion policy by introducing technology-assisted review (TAR) processes and predictive 

coding so that certain emails may be saved by virtue of their business value. Establish criteria for what may be considered a 

transactional or informational record.

Legal Hold Notification Standardize process across regions and divisions and mandatory training for all employees. 

Disaster & Business Continuity 
Planning

A new data center in the U.S. great plains aligns the RIM vital records program with IT strategy.

Phase 3 2nd Q of 2017

Standardization of Retention 
Schedules

Standardization of retention schedules for the purpose of defensible disposition. Includes a survey of industry best 
practices. 

Normalization of Metadata and 
Taxonomy

Metadata structures vary by region; analysis is underway to develop a standard model and all records will be mapped 
to conform. This will facilitate e-discovery and early case assessment.

Long-Term Digital Preservation Records of enduring value or with long retention periods will be migrated using ISO TR 18492 (Fanning, 2012).

Legacy Systems Bring all paper systems online using new standardized metadata and taxonomy.



IG Program Benefits

● The creation of online services that are more robust in order to 

withstand extremely heavy traffic, and that are also compliant 

with international data protection regulations.

● Fortified security of IP in Asian markets, reducing risk of 

information breaches in U.S. and foreign markets.

● Cultivation of internal innovative capacity and knowledge capture 

in R&D and manufacturing.

● Reduction of e-discovery, early case assessment, and pretrial legal 

costs due to standardization of legal hold notification process, 

enhanced search capability and uniformity of retention schedules.



Conclusion

This report has shown that sustainable Information Governance is an attainable reality at EXILL., with respect to our culture, the 
legal landscape, business process and technology. EXILL is a tech company, responsible for growing the very trends that impact our 
own internal operations even while creating new technology businesses in the global market. Many of the tools that we need to 
improve our IG maturity are already in place in some business areas and can be developed and extended. Through acquisition, new 
tools can also be incorporated in ways that are consistent with our current IT strategy. Plans are already underway to address our 
number one risk--possible overload of our online services. This entails development of more robust data processing for our online 
and cloud businesses. This will ensure that we can withstand crisis-level traffic volume, and at the same time, satisfy the most 
stringent of regional data protection standards.

EXILL has a strong appetite for innovation, and our second largest concern is that our most valuable assets--our patented formulas 
and processes--could be compromised through unsafe data streams. The hardening of security through deployment of hardware, 
software, and employee education, will mitigate these risks and allow us to bring our ideas to market successfully in Asia, Europe, 
the Middle East, and domestically. 

The innovative spirit here at EXILL has at times outpaced our traditional style of knowledge management. Particularly in R&D and 
manufacturing, healthy internal competition has caused us to become too siloed, restricting the flow of ideas. It has also created 
blind spots in critical areas like QC. These areas have not been compliant with RIM, and the strategy to increase engagement is to 
involve these stakeholders in an organic process that serves their creative purposes, and also meets RIM standards.

IG PROGRAM



Conclusion (cont.)

The future of this IG Program is bright, as we are taking a phased approach to address the key issues. Realizing that the world 
economy is in flux, the specific tactics for each initiative can change in response to executive will and changing resources. But the 
close alignment between stated business strategy, IT strategy, and the IG program, will ensure that forward movement and constant 
improvement is always possible. Scheduled audits by an independent area (from the Office of the General Counsel & Secretary) will 
allow us know how we are doing at frequent intervals in each stage, so that fine tuning can keep the initiatives and deliverables on 
track.

The IG Program evolution will position EXILL to hold its leadership position and allow us to begin asking the bigger questions from 
the massive amounts of data that is the lifeblood of our company. We can detect and comprehend the patterns that will allow us to 
avoid failure and to replicate success among our teams. We can probe the nagging issues that keep our leaders awake at night. 
Insight into our own data will allow us fathom much more about our future prospects, and give us confidence to know that we are 
compliant and responsible custodians of our information.

IG PROGRAM
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